_ UBND TINH THANH HOA CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPoc lap - Tw do - Hanh phic

Sb: 1314 /STTTT-VP Thanh Héa, ngay 08 thang 6 nam 2024

VIV dé nghi cung cdp bao gia phuc vu xdy
dung Bao cdo Nghién ctru kha thi du an: Xay
dung va trién khai hé thong theo ddi, canh
bao sém nguy co, diéu phdi tng ctru sy cd
an toan thong tin mang cho cac co quan don
vi trén dia ban tinh Thanh Hoa.

Kinh giri: Cac don vi cung cap thiét bi linh virc Céng nghé thong tin

Hién nay, S& Thong tin va Truyén thong Thanh Hoa dang trong qua trinh
xay dung, hoan thién Bao céo nghién ctru kha thi du an: X4y dung va trién khai
hé thong theo ddi, canh bao sém nguy co, diéu phdi tmg ciru su ¢b an toan thong
tin mang cho cac co quan don vi trén dia ban tinh Thanh Hoa. Pé c6 co s xem
x¢ét, phuc vu lap Téng muc dau tu thude du an, S Thong tin va Truyén thong
kinh dé nghi cac don vi c¢6 ning luc cung cap bao gia thiét bi Céng nghé thong
tin thudc dy an néu trén, vo1 ndi dung cu thé nhu sau:

1. Dang muc thiét bi can bao gia: Chi tiét theo phu luc dinh kém.

2. Nbi dung bao gia ctia quy don vi (kém theo Ho so ning luc) dé nghi giri
vé S& Thong tin va Truyén thong Thanh Hoa theo dia chi: Toa nha Trung tdm
Cong ngh¢ thong tin, Phé Ai Son 2, Phuong Bong Hai, Thanh phé Thanh Hoa,
tinh Thanh Hoa (trudc 16h, ngay 11/6/2024).

S¢ Thong tin va Truyén théng rit mong nhan dugc su quan tim, phdi hop
cua Quy don vi./.

Noi nhdn: KT. GIAM POC
- Nhu trén; ; p =
- Giam déc S (B/o); : PHO GIAM bOC

- Luu: VT, BQLDA,VP.

Nguyén Vin Tuéc



Phu luc danh muc thiét bj dé nghi bio gia
(Kém theo Cong vin sé: /STTTT-VP, ngay  /6/2024 cua
S¢ Théng tin va Truyén théng)

TT | Danh muc thiét bi Théng sb k¥ thuat pvr | S0
lwgng
1 H¢ thong may chi
1.1 | May cha B 8
Kiéu déng Rackmount
Kich thudc 2U
B6 i I trune tam | 02 X BO XU ly Intel Xeon-Gold 5420+ 2.0GHz
Qi y Hrung 28-core 205W Processor hoac tuong duong
Chipset Intel C741 Chipset
o 512GB (16x32GB) DDR5 4800 MT/s
B¢ nho trong =
Ho6 trg mé rong 8TB
H) trg cong nghé bo nhé SmartMemory
6 cim > 02 o cling 480GB SSD
& > 04 6 cting 1.92TB NVMe SSD
C6 kha ning thay thé nong
Hb tro cac loai 6 dia: SATA, SAS, SSD
Kha nang lap dat 6 | HO tro mé rong 1én 38 6 cimg 2.5 inch trong than
cueng toi da may
: ; B6 nhé dém 4GB.
Card diéu khién hé = T
thing 6 cimg | HO tro it nhdt céc mie RAID sau: 0, 1,5, 6, 10,
50, 60
Card vido tié 2x Dual Port 10/25Gb SFP28, kém 4x25Gb SFP+
ard glao ep MAns | op Transceiver 4x1Gbps Ethernet
gﬁgﬁggiao tiep 2x Dual Port 32Gb Fibre Channel Adapter
/O slots C sén 3 khe cdm PCle 5.0, hd trg 8 khe cdm PCI
Express 5.0
. C6 1 cong VGA hd trg do phan giai:
Graphics 1920 x 1200 (32 bpp)
C6 du s0 nguon theo thiét ke, toi thieu 02 nguon
Hé thong nguon xoay chiéu toi thiéu 800W ho trg thay nong (hot
swap/hot plug)
HE tror cde hé did Windows Server VMware vSphere Red Hat
haonhm cachedict | Enterprise Linux (RHEL) SUSE Linux Enterprise
Server (SLES) Ubuntu Oracle Linux
Bao hanh 3 ndm chinh hang
12 Phian mém 40 hoa kém phan mém quéan ly 4o hoa danh cho 8 may License | 448

chi trong 5 nam




Phan mém 4o héa VMWare vSphere kém chirc ning quan 1y 4o hoa Vcenter

Standard trén mot core

cho phén cimg cac may cha b sung (8 may chu x 2

CPU x 28 core = 448 license) trong 5 nam)

2 H¢ thong luu tri
2.1 | Thiét bj luu trit He
i thong
. i 2 b dicu khién (controller), 256GiB Cache
Bo diéu khién Hoat dong ¢ ché do Mesh — Active hoac Active —
Active
Dune lrone véu ciu Toi thieu 22 x 3.84TB SAS SFF (2.5in) SSD
gluongy Téi thiéu 160 x 2.4TB SAS 10K SFF (2.5in) HDD
Loai 6 cing hd trg | NVMe SSD, SAS SSD, HDD
RAID h3 tro RAID single parity (4 or 5) or Dual parity (6 or
3D)
CN(;)ng giao tiép (co 08 port 32Gb FC
san) 04 cong két ndi 10/25GbE
100% data availability guarantee
Tinh sin sang Cac théinh ’phﬁn hoag dong dy phong va co6 kha néng
thay thé noéng bao gom: Controllers, Power Supplies,
SSDs
Kkm nang quan ly Phan mém quan tri h¢ thong cung cdp cong cu bao
hi€u nang va bao T P
c0 cao di li¢u lich sir cia h¢ thong
Microsoft Windows;HPE HP-UX, IBM AIX, IBM
. Virtualization, Oracle Linux, Oracle Solaris, Oracle
Hé diéu hanh hd tro | VM, Red Hat Enterprise Linux,] SUSE® Linux
Enterprise Server (SLES), VMware ESX and ESXi,
VSI OpenVMS
Béo hanh 03 nam theo tiéu chuin cua nha san xuit
2.2 | Thiét bi chuyén mach Bo
S6 luong cong 24 port
£ an X 32, 16, 8, 4Gb/s, lua chon véi transceiver 32 hoac
Toc do ho trg
16Gb/s
3 16 port activated (included SFP 32Gbps, cap LC/LC
Keém san -
Multimode 15m)
Béo hanh 03 nam theo tiéu chuin cua nha san xut
3 Thiét bi chuyén mach Bo

S6 cong downlink

24 cong 1/10G, str dung SFP/SFP+

S6 cong uplink

4 cong 40GbE/100GbE, sir dung QSFP+

Dung lugng chuyén
mach

1.28 Thps

Thong luong >= 952 Mpps
Packet Buffer 32 MB

B:ang dia chi IPv4 >= 65000

ho tro

B:ang dia chi IPv6 >= 65000

ho tro

Bo vi xur ly 4 nhén 64-bit
B nhoé 16GB RAM
Luu trix 32GB




Tinh nang quan tri

Ho6 tro SNMP v2/3, ACL, sFlow, RMON

Tinh nang khac

hd trg MCLAG, ERPS, VRRP, BFD, UDLD

Cong suat tiéu thu
toi da

>= 400W

Tiéu chuan an toan

IEC 62368-1:2014, IEC 62368-1:2018

Ti€u chuan chong
nhiém tr

EN55032:2015/CISPR 32, Class A

Bao hanh

3 nam chinh hang.

H¢ thong giam sat,
canh bao sém nguy
co méit an toan, an
ninh thong tin tip
trung

Phan
mém

4.1

Phan mém tng hop,
phan tich va canh
béo su cd an toan
thong tin tir hé
thong giam sat vé
tinh

- Téng hop, phan tich di liéu nhan duogc tir phan
mém thu thap dir licu dau cudi trén cac may tinh
nguoi dung
- Kich hoat cac canh bao khi cic nguy co hoac
bét thuong dugc phat hién ra.
- C6 kénh trao ddi dugc ma hoa va xac thuc véi
phan mém thu thap dit liéu dau cudi trén cac may
tinh nguoi dung

- Quan ly dang ky cac phan mém thu thap dir licu
dau cubdi trén cic may tinh nguoi dung két ndi
toi.
- Quén ly két ndi cac thu thap dir licu dau cubi
trén cac may tinh nguoi dung.
- Thuc hién phan tich cac dit liéu nhan duogc tur
thu thap dir liéu dau cudi trén cac may tinh nguoi
dung, thyc hién nhan dang kiéu dir liéu duogc xur
1y (nhu Windows Event, SSHD Log, Web Server
Log, ...), va truy xuat cac dit liéu thanh phan lién
quan tur cac ban tin log (nhu Source IP, Event ID,
Username, ...).

'- Str dung cac tap luat dé nhan dang céc dau hiéu
cu thé dé kich hoat cac canh bo.

- Cung cép tinh nang phat hién cac chi bao xam
nhap da  biét  (well-known Indicators
Compromise) dya trén cac thong tin dir liéu nhan
dang vé IP Reputation, File Hashes, .

- Anh xa cac tap lut duogc thiét lap v6i nén tang
MITRE ATT&CK dé thuc hién phan loai céac
canh bdo va dua ra mot buc tranh an toan thong
tin toan canh va t6t hon.

- Cung cdp mot co sé dit liu CVE (Common
Vulnerabilities & Exposures) dugc cap nhat
thudng xuyén tir cac ngudn 16 hdng khac nhau, tir




d6 c6 thé nhan dang cac ung dung co 16 hong va
dura ra béo céo vé cac rui ro.

- Cung cip luu trit cac thong tin vé phan cing va
phan mém cia may tinh ngudi ding dugc gidm
sat. Cac thong tin dugc luu trir bao gom:

+ System Inventory: CPU, Memory, Diskspace,
giao dién mang, cong md, cac tién trinh dang
hoat dong va danh sach céac irng dung.

+ File State: trang thai file caa hé diéu hanh,
Ung dung, vi du mad checksum MDS5, SHAI,
SHA256, kich thudc, quyén truy cap, quyén so
hitu, ndi dung thay ddi, nguoi tdc dong, ...

+ Integration: tich hop véi VirusTotal, 1a nén
tang téng hop dir liéu tir nhiéu san pham phong
chong ma doc khac nhau, dé cung cap co so dit
liéu vé dau hiéu nhan biét cac ma doc.

4.2

Phian mém nén
tang  tri  thuc
ATTT

Phan
mém

Phan mém nén tang tri thirc ATTT:

- Thu thap dir liéu vé cac mdi de doa ATTT tir
céc ngudn tai Vit Nam va trén thé gisi

- Cung cip thong tin vé& cac mbi de doa cho cac
giai phap khac nhu SIEM, IMS, ...

- Cung cip cac thong tin co ban vé cac mdi de
doa va xac dinh mtc d6 nguy hiém cia cac mbi
de doa

- TIP cho phép két ndi véi cac loai hé thong sau
dé chia s¢ dit liéu:

+ Cac giai phap va nén tang khac loai (tdi thiéu
la SIEM, IDS/IPS, EDR).

+ Hé théng giam sat an toan khong gian mang
qudc gia;

- TIP cho phép chia sé dir liéu log thong tin mdi
de doa theo chudn quéc té STIX/TAXII.

- TIP cho phép quan 1y log dap mg cac yéu cau
sau.

+ Cho phép thiét 1ap va ciu hinh cac cai dat lién
quan dén luu trir va hay bo log (vi du: ngudng
gi61 han dung lugng luu trir, khodng thot gian luu
trir, ...).

+ Cho phép tim kiém log theo tir khéa trén tat ca
cac truong thong tin bao gdm ca cac truong
thong tin cap thip hon (néu co);

+ Cho phép tim kiém log thong tin mdi de doa
theo thoi gian va phan nhom;

+ Cho phép truy xuét log thong tin mdi de doa
thong qua canh bao;

+ Cho phép xuét dir lidu log ra dé phuc vu cho
viéc tich hgp cac dir 1iéu nay vao TIP khéc hodc
giai phap khac vé quan 1y, phan tich, diéu tra log.
- TIP cho phép phan loai va gan nhan tén phan




nhom cho log théng tin moéi de doa theo céc
nhom sau:

+ Piém yéu, 16 hong an toan thong tin di duoc
cong bd;

+ Ho ma doc;

+ K§ thudt tin cong;

+ Chién dich tin cong;

+ Muc dich tAn cong;

+ Loai doi tuong, td chure bi tAn cong;

+ bbi tuong, td chure thue hién tn cong;

+ Tén mién, dia chi IP cta khach hang c6 két
ndi dén co s¢ ha tﬁng cua ddi tuong, td chuc thuc
hién tin cong;

+ Piém yéu, 16 hong an toan thong tin d6i voi
hé thng ctia khach hang.

- TIP ¢ chirc ning cho phép théng ké cac mbi
de trén thé gidi thong qua giao dién d6 hoa dap
g cac yéu cau sau:

+ Cho phép thong ké xu huéng mdi de doa dudi
dang biéu do.

+ Cho phép tim kiém di liéu xu hudéng mdi de
doa theo thoi gian (t6i thiéu theo 04 muc: niam,
quy, thang, ngay).

- TIP ¢6 chitc ning cho phép quan 1y thiét lap
canh bao mdi de doa dén ngudi ding dap tng cac
yéu cau sau:

+ Cho phép nhan canh bao theo cac phan nhém;

+ Cho phép thiét 1ap thoi gian nhan canh bao;

+ Cho phép tai ndi dung canh bao dudi dang tap
tin;

+ Cho phép hién thi ni dung canh béo trén giao
dién d6 hoa vé quan 1y canh béo;

+ Cho phép nhéan canh bao qua phuong thure g
thu dién tu;

- TIP duoc trién khai phai dam bao dap ung cac
yéu cau sau:

+ TIP dam bao rang do tré thoi gian tim kiém
log véi do phirc tap bat ky, c6 phan hdi trong
khoang thoi gian ti da 1a 02 phut.

+ Dit liéu tri thitc cac mdi de doa caa TIP ¢6 tdi
thiéu 100.000 ban ghi
- TIP cho phép thu thap va luu trir log thong tin
mdi de doa tir cac ngudn sau:

+ Céc trang mang x4 hoi (t6i thiéu 01 trang);

+ Céc trang web bao chi (t6i thiéu 01 trang);

+ Nha cung cip san pham TL
- TI cho phép thu thap va luu trir log thong tin
mbi de doa co cac loai thong tin sau:

+ MO ta tong quan moi de doa;

+ Mtic do nguy hiém ciia mdi de doa;

+ Cac phan nhém dugce gan cho mébi de doa;

+ Céc thudc tinh mo ta chi tiét méi de doa.




- TIP cho phép ghi log quan tri hé thong véi day
dua thong tin

- Trong truong hop TIP phai khéi dong lai do cé
16i phat sinh (ngoai trir 18i phan ctng), TIP dam
bao cac loai cAu hinh hé théng, quan tri, tai khoan
va dir liéu log phai dugc luu lai va khong bi thay
dbi trong 1an khoi dong ké tiép.

Hé thong diéu
phoi, tw dong va
phan ing an toan
thong tin mang
(SOAR - Security
Orchestration,
Automation &
Response)

5.1

Phan mém diéu
phéi, tu dong hoa
phan ung an ninh
théng tin

Phan
mém

' Cung cip san thu vién tich hop nhiéu cong
nghé bao mat khac nhau nhu: Endpoint Security,
Network Security, Malware Analysis,
Vulnerability & Risk Management, ... SOAR can
cung cap san thu vién tich hop va cho phép thiét
1ap ciu hinh tham sé két ndi téi hé thong cong
ngh¢ thong tin.

- SOAR cho phép cung cdp mot hodc nhiéu API
trén moi tich hop dé sir dung dung t6i di tinh
ning cta nha cung cép. Mdi API dugc hiéu la
mot chic ning trén mot hé théng cong nghé
théng tin.

- SOAR cho phép tich hop voi hé thong cong
ngh¢ thong tin theo hai chiéu:

+ H) tro truy vin API lay thong tin tir hé thong
cong nghé thong tin dé lam giau thong tin cho cac
ddi tuong trén SOAR;

+ Hb tro truy van API thuc hién 1énh tac dong
1én hé thong thong tin dé thyc hién viéc phan ting
su c6 an toan thong tin.

- SOAR cho phép ngudi dung tu phét trién
Playbook véi cac yéu cau sau:

+ Cho phép tao moi, xem lai va xo6a Integration
da duoc tao;

+ Cho phép tao moi, xem lai va x6a Playbook
da duoc tao;

- HO tro tao cac thu vién playbook xir Iy cac su
¢b ATTT, hd tro thuc hién tw dong/ban tu dong

'- SOAR ho tro Playbook thuc hién tu dong hoan
toan v4i yéu cau sau:

+ Cho phép ciu hinh ty dong chay Playbook
bang cac diéu kién duoc xay dung theo cac quy
tc tim kiém Canh béo, Case;




+ Cho phép xem két qua thuc thi bao gom: dir
liéu dau vao, dit liu dau ra, thoi gian thyc hién,
trang thai thanh cong/that bai.

- SOAR cho phép ngudi van hanh tham gia vao
mot budc cua Playbook (Human Task), véi yéu
cau sau:

+ Cho phép nguoi dung nhép di licu dau vao
cho Human task véi tdi thiéu cac dinh dang: so
chudi ki tu, lya chon mot trong cac gia tri ¢ san,
thoi gian, dinh kém file;

+ Cho phép gan Human Task cho mdt nguoi
hodc mot nhom ngudi xtr ly;

+ Cho phép dat khoang thoi gian cho phép xu
ly;

+ Cho phép sir dung két qua xur Iy cta nguoi
dung cho cac budc tiép theo trong Playbook;

+ Cho phép xem két qua thuc thi bao gdom: dix
liéu nguoi dung da nhap, thoi gian xu ly, tai
khoan xtr ly.

- Quan ly béo céo:

+ Cho phép tao mdi, xem lai va x6a bao cdo da
duogc tao;

+ Cho phép lya chon dinh dang tep tin bao cao
xudt ra dap tmg tdi thiéu 01 trong cac dinh dang
sau: WORD, EXCEL, PDF, HTML, XML

+ Cho phép dat lich giri bdo cao dinh ki tdi

email dugc cau hinh.
- Trong truong hgp SOAR phai khdi dong lai do
c6 151 phat sinh (ngoai trir 16i phan cimg), SOAR
dam bao cac cau hinh hé thdng, tai khoan nguoi
dung, dir liéu canh béo, dit liéu truong hop xu ly
canh bdo phai dugc luu lai va khong bi thay doi
trong lan khoi dong ké tiép.

5.2

Phan mém quan ly
suco ATTT

Phan
mém

'- Tu dong thu thap canh bao va sy kién ATTT tu
SIEM, phan loai murc d§ wu tién cia canh bdo
- Quan ly cac canh bao ATTT:

+ Cho phép thiét lap va c4u hinh cac cai dit lién
quan dén hé théng can thu thip canh bao.

+ Cho phép tim kiém canh bao theo tir khoa trén
tat ca cac truong thong tin bao g0m cé cac trudng
thong tin cip thap hon (néu co);

+ Cho phép luu trir va phan nhom canh bao theo
cac ti€u chi khac nhau (vi du: mic d§ quan trong,
cac dang tin cong, ...);

+ Cho phép gan két qua xtr 1y canh bao véi tdi
thiéu 1a canh bao sai (False Positive);

+ Cho phép xéc dinh thoi gian xtr 1y canh béo
qua han hay khong;

+ Cho phép chay mot Playbook trén SOAR véi
Cénh bao.




- Quan 1y céc case sy cd ATTT:

+ Cho phép tim kiém canh bao theo tir khoa trén
tat ca cac truong thong tin bao gdm ca cac trudng
thong tin cip thap hon (néu c6);

+ Cho phép luu trir va phan nhom case theo cac
tiéu chi khac nhau (vi du: mtrc d quan trong, céc
dang tin cong, ...);

+ Cho phép gan két qua xtr 1y canh bao véi tdi
thiéu 14 canh bao sai (False Positive);

+ Cho phép xéc dinh thoi gian xu ly Case qua
han hay khong;

+ Cho phép gan 1 hodc nhiéu canh bao vao mot
Case;

+ Cho phép xem lich sir tic dong dén Case gom:
thoi gian tdc dong, nguoi tdc dong, ndi dung tac
dong;

+ Cho phép chay mot Playbook v&i Case;

+ Cho phép gan nguoi hodc nhom véan hanh cho
mdt Case;

+ HOJ tro cong tac nhidu nguoi xir 1y cling mot
Case.

'- Ghi lai toan b0 qué trinh phat hién, kiém tra,
danh gid, xur ly céc sy kién an toan thong tin
- Quan 1y sy ¢6 ATTT:

+ Do thi truc quan vdi tdi thiéu cac d6i tuong:
IP, email, domain;

+ Cho phép thu thép bang ching lién quan dén
cac sy ¢ va cho phép bang chting d6 lién quan
dén ddi twong nao trong sy cd;

+ Cho phép hién thi dong thoi gian cua cudc tin
cong véi thong tin: thoi diém tin cong, dbi twong
lién quan.

- Quan ly bao céo:

+ Cho phép tao mé1i, xem lai va xo6a bao céo da
duoc tao;

+ Cho phép lua chon dinh dang tép tin bdo céo
xudt ra dap mg tdi thiéu 01 trong cac dinh dang
sau: WORD, EXCEL, PDF, HTML, XML;

+ Cho phép dat lich gt bdo cido dinh ki téi

email duoc cAu hinh.
- Trong truong hgp IMS phai khoi dong lai do co
18i phat sinh (ngoai trir 16i phan ctng), IMS dam
béao cac loai cdu hinh hé thdng, quan tri, tai khoan
va dir liéu log phai dugc luu lai va khong bi thay
d6i trong lan khoi dong ké tiép

5.3

Phan mém quan ly
dich vu ATTT

Phan
mém

- Giam sat/Theo ddi cac phiéu xtr Iy su c6 ATTT:
cac phiéu wu tién cao nhat, cac phiéu sép hét han,
cac phiéu theo nguoi dung, chat luong xur 1y cac
phiéu.

- Tao cac phiéu xu ly su ¢ ATTT: su cd, diéu tra




su ¢d, qua trinh xtr 1y.

- Cho phép tim kiém cac phiéu xir 1y sy ¢c6 ATTT

theo dd uu tién, trang thai, khach hang, cac phiéu

hon hop, ...

- Cho phép d6i ngti gidm sat ATTT thuc hién xu

ly va cap nhét thong tin phiéu, truy vét lich sir

ludng xtr 1y ctia phiéu.

- Thong ké chét lugng dich vu xir 1y sy ¢6 ATTT.

- Trich xuét bao céo xir Iy phiéu: theo ngudi yéu

cau, theo timg phiéu.

- Quan ly thong tin tai khoan ddi ngti gidm sat

ATTT: cap méi, thay ddi thong tin, vo hiéu hoa,

x06a tai khoan.

- Quan 1y théng tin tai khoan nguoi dung: cip
61, thay ddi thong tin, vo hi¢u hoa, xda tai

khoan.

Tai cac hé thong

6 théng tin UBND
cap xa
Phin mém thu

6.1 tha;p d}J: llf;:u d?ilu LIC?I’ISE 8.810
cuol tréen cac may 5 nam

tinh nguoi dung

'- Hoat dong duogc trén da dang h¢ diéu hanh gém
Linux, Windows, macOS, Solaris, AIX, ...

- C6 kénh trao ddi dugc ma hoa va xac thuc véi
phan mém tong hop, phan tich va canh bao sy cb
an toan thong tin tir hé thong giam sat vé tinh

- C6 mb-dun thuc hién doc cac file flat log va cac
su kién Windows, thu thap céc ban tin log ctia hé
diéu hanh va img dung

- C6 mo-dun chay dinh ky cac 1énh dugc uy
quyen thu thép cac dir licu dau ra duoc sir dung
dé giam sat dung luong 6 cung, lay danh sach
truy cap gan nhét ctia ngudi ding, ...

- C6 mo-dun giam sat cac file hé thong, bao cao
vé cac su kién lién quan nhu khi nao file duoc
tao, x0a hoac thay ddi, theo ddi ca cac thudc tinh,
quyén han, s& hitu va ndi dung cua file

- C6 mb-dun thuc hién ra quét, thu thap dir liéu
vé endpoint nhu phién ban hé diéu hanh, giao
dién mang, cic tién trinh dang chay, cic Ung
dung cai dat, va danh sach céac port mo

- C6 md-dun phat hién cac bat thuong va su hién
dién c6 thé c6 cua cac rootkit, dong thoi cing
giam sat hoat dong hé thong, tim kiém cac tién
trinh an, file an, va port an.
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